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Authentication

Pear entity authentication

Data origin authentication
Access Control

Data Confidentiality

Data Integrity
Nonrepudiation
Availability



INDER 3: Moadel For
Security

Trusted third party
(e.g., arbiter, distributer

of secret information)
F 3

Sender : : Recipient
Information

Sc::runty-rclgn:d L channel Sccunty-rclsllmd
i transformation i = transformation &
2 8 2 8 5 N |
- § @ g & -
a3 L L LB
= © g A £ \r b=

Secret Secret
information information
Y

Opponent



Basic Terms

Plain Text
Encipher/ciphertext

Cryptography

Cryptanalysis
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Types of Cryptographic Systems

Type of Operation
e Substitution
e Transposition
e Product Systems

Number of Keys
e Single (Shared) Key
e Two (public) Key

Processing Technique
e Block Cipher
e Stream Cipher
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Types of Cryptanalysis

Intelligence Level
e Cryptanalysis (per se)
e Brute-Force Attack

Available Information
e Ciphertext only
e Known plaintext (Full/Partial)
e Chosen plaintext (Differential Cryptanalysis)
e Chosen ciphertext
e Chosen text



Encryption Scheme Security

Unconditional Security

e Information is not there in the ciphertext
e One-Time Pad

Conditional Security
e Cost
e Time
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Brute-Force Attack

Time required

(permutation)

Key size Number of Time required at 1 at 10°
(bits) alternative keys decryption/ us decryption f us
32 232 = 4.3 % 10° 231 us = 35.8 minutes 2.15
milliseconds
1] 296 =7.2 % 297 ys = 1142 years 10.01 hours
16
10
128 2128 =3.4 x 2127 45 =5.4x 10°* 5.4 x 10'®
1038 years years
168 2168 =3.7 x 2187 4s =5.9x 10°® 5.9 x 103"
10" years years
26 26! =4 x 10°% 2 x 10°® =6.4x 10 6.4 x 10° years
characters s years




Shared Key Encryption

Secret key shared by
sender and recipient

Secret key shared by

sender and recipient

Transmitted

|
:%
—
—.
Plaintext - - V
input Encryption algorithm

(e.g., DES)

ciphertext
>~ —_—

Decryption algorithm
(reverse of encryption
algorithm)

Plaintext
output



Public Key Encryption
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“Classical Cryptosystems

Substitution Techniques
Caesar Cipher

e Example

Plain : meet me after the toga party
cipher: PHHW PH DIWHU WKH WRJD SDUWB

e Subtitution Table:

plain: abcdefghijklmnopqgrstuvwxyz
cipher: DEFGHIJKLMNOPQRSTUVWXYZABC

e Formula
C=E(3,p) = (p+3) mod 26
p=D(k, C) = (C - k) mod 26

How to do cryptanalysis???



